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MMAMSTKA
JIJIS1 OBYYAIOLIUXCSI OB HTHOOPMAIIMOHHOM BE3OINACHOCTH AETEH

HEJIb351

1. Beem moapsia coofmare CBOK YacTHYR HH(popManuio (HacTodlIHe HMs, (QaMHIIHIO,
TeneoH, aapec, HOMep IIKOJIEBI, a Takxke (oTorpaduu CBOH, CBOEH CeMbU H Jpy3eH);

2. OTKpEBIBATE BIOXEHHEIE (aHIIBI SIEKTPOHHOH IOYTHI, KOT/Ia He 3HAelllb OTIIPABUTENIS;

3. I'pyOuTh, NpHIUpaThCs, OKa3bIBaTh AABICHUE - BECTH ceOs HEBEIKIIMBO U arpeCcCHBHO,

4. He pacmopsbkaiics NeHbraMH TBOEH ceMbH 0e3 paspelleHHs CTapiux - BCeraa
CIpalluBal POJAMTENEH;

5. He Bcrpeyaiics ¢ IHTepHET-3HAKOMBIMH B peaibHOM XKU3HH - IIOCOBETYHCS CO B3POCTBIM,
KOTOPOMY JI0BEpSeIIb.

OCTOPOXHO

1. He Bce numyT npasay. Yuraems o cebe Henpasay B MiHTepHeTe - coo0mu 06 3TOM CBOUM
pOAMTENAM HIIH OIIEKYHaM;

2. Ilpurnamaior nepenuceBaThCs, HrpaTh, 0OMEHHBATHCA - IPOBEPh, HET JIH MMOIBOXA;

3. HesakonHoe konupoBaHue (aiiioB B IHTepHETE - BOPOBCTBO;

4. Becerza paccka3sbiBaii B3pociibiM 0 1ipo0JjieMax B CeTH - OHH BCEra MOMOTYT;

5. Wcmons3yit HacTpoiiku O€301IaCHOCTH W IPUBAaTHOCTH, YTOOBI HE IOTEPATH CBOH
aKKayHTBI B COLICETAX M APYTHX MOpTaax.

MOXHO

1. YBaxalt Apyrux noJib30BaTeneH;

2. Ilonp3yembes MHTEpHET-HCTOYHHUKOM - [eIail CChUIKY Ha HEro;

3. OTKpBIBal TOJNBEKO T€ CCHLUIKH, B KOTOPBIX YBEPEH;

4. OOmarscs 3a IOMOIIBK B3POCIBIM - POAMTENIH, ONEKYHbl M AIMHHUCTpALHs CAHTOB
BCET/Ia IOMOTYT;

5. Ilpoiinu oOy4enue Ha caiite "CeTeBUYOK" U 1OJYYH NacnopT HU(POBOro rpaxaaHuHa!

NHO®OPMALIMOHHASA ITAMSATKA
JJIA OBYYAIOIIUXCS AJ151 PASMEIIIEHUSA

HA O®OHUIIUAJIBHBIX HHTEPHET-PECYPCAX

C KxaXabIM rofoM MOJNOAEKH B MHTEPHETE CTAHOBHUTHCA OOIbINE, & IIKOJLHHUKHM OJHH M3
CamMbIX AaKTHBHBIX ToOJb30oBatened Pynera. Mexay TeM, NOMHMO OrpOMHOIO KOJHYECTBA
BO3MOJKHOCTEH, MHTEPHET HeCeT M IpoOieMbl. JTa mamsTKa JOJDKHA IIOMoYb Tebe 6e30MmacHo
HaXOJIUTECS B CETH.

KommeioTepHble BHPYCEI

KomnbtoTeprbiit BUPYC - 5T0 pa3sHOBHIHOCTb KOMIBIOTEPHBIX IporpaMM, OTJIHYHTEIBHOM
0COBEHHOCTBIO KOTOPO# ABMISETCS CIIOCOGHOCTE K PAa3sMHOKEHHIO. B momoHeHue K 3TOMY, BHPYCHI
MOTYT TIOBPE/MTb HIH INOJHOCTBIO YHHYTOXKHTh BCE (alllbl M JaHHBIE, NOZKOHTPOJIbHbIE
110JIb30BATEIIO, OT HMEHH KOTOPOro ObLIa 3amylleHa 3apakeHHas NporpaMMa, a Takke IIOBPEIMTh



WM J@Xe YHHYTOXHTH OIEPAllMOHHYIO CHCTEMY cO BceMH (¢aiinamu B LeloM. B OojbIIMHCTBE
CJIy4aeB paclpOCTPAHSIOTCS] BUPYCHI Yepe3 HHTEPHET.

MeTop! 3aIUTHl OT BPEAOHOCHBIX IIPOrPaMM:

1. Wcnonp3yii COBpeMEHHbBIE OINEPALMOHHBIE CHCTEMBI, HMEIOIIUE CEPHE3HBIA YPOBEHb
3alIMTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrosHHO ycraHaBiauBai mayTd (UMGPOBBIE 3AIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIMBAIOTCS C IEbI0 A0pabOTKH MpOrpaMMBbl) U JpyrHe OOHOBJICHHs CBOEH ONEpAllHOHHON
cucreMbl. CkayMBaii MX TOJBKO C oHUIHaIbHOrO caiita paspaborunka OC. Ecim cymectByer
PEXKUM aBTOMAaTH4YECKOr0 OOHOBJIEHHS], BKJIIOYH €T0;

3. Paboraii Ha CBOeM KOMITBIOTEpE 1101 IIPaBaMH T10JIb30BATEs, a HE aIMUHHCTPATOpa. JTO
HE TI03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX ITPOrpaMM HHCTAIMPOBATHCA HA TBOEM IEPCOHATBHOM
KOMIIBIOTEpE;

4. Wcmonb3y# aHTHBHPYCHBIC MPOTrPaMMHbBIE MPOAYKTHI HM3BECTHBIX IPOU3BOJMTEIECH, C
aBTOMaTHYECKHM OOHOBICHHEM 0a3;

5. Orpanu4b GU3HUECKHUii JOCTYI K KOMIIBIOTEPY /ISl IOCTOPOHHHMX JIHIL;

6. Vcnonp3yil BHELIHME HOCHTENHM WH(OpMAIMHU, Takue Kak (emka, IMCK Wid ¢ain u3
HHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOUHHKOB;

7. He oTKpbIBait KOMIbIOTEPHBIE (ailiibl, OTYyYEHHbIE U3 HEHAJEKHBIX HCTOUYHHMKOB. Jlaxe
Te (aiiibl, KOTOpPBIE IIPUCIIAT TBON 3HAKOMBIHA. Jlydllie yTOUHHU y HEro, OTHPABIIS JIM OH TeOE HX.

Cetu WI-FI

Wi-Fi - 5T0 He BH/I Nepe/iayd JJaHHBIX, HE TEXHOJIOTHs, a BCEro JIMIIb OpeH, Mapka. Eme B
1991 romy Huzpepnanackas kommanus 3apeructpupoBana Opern "WECA", uro o6o3nagano
cnoBocoyeranue "Wireless Fidelity", koTopslii nepeBoauTcs Kak "6ecnpoBoiHas TOUHOCTB' .

Jlo Hamero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopas SBJISETCS TaKOW IKe
TexHonorued. 310 abOpeBuarypa "Wi-Fi". Takoe Ha3Banue ObUIO JaHO C HAMEKOM Ha CTaHIApT
BBICIIEH 3ByKoBO# TexHHKH Hi-Fi, 4To B nepeBoze o3Ha4yaeT "BbICOKAs TOYHOCTB'.

Jla, OecniaTHBI HMHTEPHET-IOCTYN B Kade, OTeNsIX M a’3ponoprax SBJISETCS OTIHIHOM
BO3MOXXHOCTBIO BBIXO/Ja B MHTepHET. HO MHOrHe sKCIepThl CUMTArOT, 4To obImeaoctynubie Wi-Fi
CETH He ABJIAIOTCS OE30MacHbIMH.

Cosetsl 0 6e30maCHOCTH pabOTHI B 00MIENOCTYITHBIX ceTsX Wi-fi:

1. He nepenasait cBoto nmuunyto uHdopmanuio yepes obmenocrynusie Wi-Fi cetn. Paboras
B HHX, JX€JIaTeJIbHO HEe BBOAUTD NApOJIH A0CTYIIA, JIOTHHBI H KaKHe-TO HOMEpa;

2. Ucnonb3yit 1 oOHOBIAH aHTHBHUPYCHBIE IPOrpamMMbl M OpaHamayep. TeM caMbIM ThI
obe3onmacumb ceds OT 3aKaykKu BUpyca Ha TBOE YCTPOUCTBO;

3. Tlpu wucnonszoBanun Wi-Fi oTkmoun o¢yskuuro "O6mwmit moctyn k Qaiimam u
mpuHTepam”. JlanHad (yHKIMS 3aKpbiTa 110 YMOJYAHWIO, OJHAKO HEKOTOpHIE IOJIB30BATEIH
aKTUBHPYIOT €€ JUlA y100CTBa HCIIO0JIB30BaHUs B paboTe WK yuede;

4. He ucnone3yit my6nuansiit WI-FI 11 nepenayn TMYHBIX JaHHBIX, HaIpuMep JJI BBIXO/a
B COLIHAJIbHBIE CETH MIIH B 3JIEKTPOHHYIO [10YTY;

5. Miciosb3yii TobKo 3amumennoe coenunenue yepe3 HTTPS, a ne HTTP, T.e. npu Habope
BeO-anpeca BBOJU uMeHHO "https://";

6. B MoGuibHOM Tenedone otkmoun dynkmmio "Tloakmodenne k Wi-Fi aBTOMAaTHYeCcKH".

He nomyckaii aBTOMaTtHueckoro noakimoyeHus ycrpo#crsa k cetssm Wi-Fi 6e3 TBoero cornacus.
CouunanbHele cetu



ConmanpHble CeTH aKTHBHO BXOJSAT B Hally JKH3Hb, MHOTHE JIIOJM PaboOTalOT U JKHBYT TaM
NIOCTOSIHHO, a B Facebook yxke 3apeructpupoBan MHIIIHAp/] YeIOBEK, YTO ABJISETCS OJHOH ceIbMOH
BCEX JKHTeJIeH IUIaHeThl. MHOIrHe I0JIb30BaTe/Id HE NMOHHMAIOT, YTO HH(OpMalHs, pa3MelleHHas
UMH B COIMAJIBHBIX CETSAX, MOXKET OBITh Hai/leHa W HCIOJb30BaHA KEM YTOJHO, B TOM YUCIIE HE
00s13aTeNIbHO ¢ OJIarUMU HaMEPEHHUSIMHU.

OcHOBHBIE COBETHI 110 6E301IACHOCTH B COIIHATBHBIX CETAX:

1. Orpanuyb coucok apy3ei. ¥ Te0s B Ipy3bsiX HE JODKHO OBITH CIIy4alHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amminai cBOO YacTHYIO M3Hb. He yka3piBait mapoiu, TenedoHsl, aapeca, 1aTy TBOETO
POXKAEHHS W JpPYTyI0 JIMYHYI0 HHPOpMAlHUIO. 3JI0YMBIILIEHHHKHA MOTYT HCIIOJB30BaTh Oaxe
HHGOPMAIIHIO O TOM, KaK Thl ¥ TBOU POJIUTENH IUIAHHPYETE IIPOBECTH KAHUKYJIBI;

3. 3amuinaii cBOIO pemyTauuio - IEPXKH €€ B YUCTOTE U 33/1aBaii cebe Bompoc: xoTen OBl Thl,
4yToOBI JIPyTHME IMOJIb30BAaTENM BHAETH, YTO ThI 3arpyxaemsb? Ilomymail, mpexae deM 4YTO-TO
oIny0JIMKOBATh, HAIIUCATh U 3arPy3HTh;

4. Ecnu TBI TOBOPHIIB C JIFOJIbMH, KOTOPBIX HE 3HACIb, HE UCIOJIb3YH CBOE pealbHOE UMS H
JPYTYIO JINYHYIO HHYOPMAIIMK: UMs, MECTO JKUTEIbCTBA, MECTO Yy4eObl U Ipoyee;

5. U36eraii pasmemtenus dororpapuit B MutepHerte, rae Tol H300pakeH Ha MECTHOCTH, I10
KOTOPOH MOXHO OIPEIEIUTh TBOE MECTOIOJIOKEHHE;

6. Ilpu perucTpauuy B COIHAIBHOW CETH HEOOXOIMMO HCIIOJIB30BaTh CIIOKHBIE NMapoJiy,
cocTosimue u3 OykB U IUGP U ¢ KOJTMYECTBOM 3HAKOB HE MeHee §;

7. JIns conManbHOM CETH, MOYTHl U JIPYTHMX CaHTOB HEOOXOAMMO HCIOJIB30BaTh pa3HbIe
napoid. Torga ecnu TeOs B3JIOMAIOT, TO 3JOYMBIIUICHHUKH IOJY4aT JOCTYI TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

DNEKTPOHHBIC AEHBIH

DJIeKTPOHHBIE JICHBIW - 3TO OYeHb YJOOHBIH croco0 IUIaTexei, OJHAKO CYIIECTBYIOT
MOIIEHHHKH, KOTOPbIE XOTST MOJYYUTh 3TU JACHBIH.

DJIEKTPOHHBIC JICHBI'M IOSBUIMCH COBCEM HEJaBHO W HMEHHO M3-3a JTOr0 BO MHOTHX
rocyJapcTBax Jo CHX IOp He MPOIKUCAaHO PO HUX B 3aKOHAX.

B Poccun xe oHM QyHKIHOHHUPYIOT M O HHUX Y)KE€ [IPOIUCAHO B 3aKOHE, I/I€ UX Pa3IesfioT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX ~paspelaeTcs IPOBOJUTH oOnepauud 0e3 uAeHTU(HUKAIMU [0JIb30BATENd, a B
HEaHOHMMHBIX HIAECHTH()UKAIUSA [10J1b30BATENS SIBIISETCS 0053aTeNbHOM.

Taioke cienyer pasinyaTh S1€KTPOHHblE (HATHBIC AEHBIM (PaBHBI TOCYAaPCTBEHHBIM
BaJTIOTaM) H JIeKTPOHHbIC He(HaTHbIE ICHBIH (HE PABHBI FOCY1APCTBEHHBIM BATIOTAM).

OcHoBHbIe COBETBI 110 6€30aCHOI PaboTe ¢ NEKTPOHHBIMH JEHBIAMH:

1. Ilpusku k cyery MOOMIBHBIA TenedoH. DTO cambiii YIOOHBIH U OBICTPBIA CIOCO6
BOCCTaHOBHTE 0CTYI K cuety. IIpuBsisanmblit Teneon momosxkert, eciu 3a0yels cBOi MIaTeKHbI
TapoJib WA 3aHICIIb Ha CAHT ¢ HE3HAKOMOTO yCTPOHCTBa;

2. Wcnonp3yit oaxopasosele mapomu. [Tocre [IepeXoJa Ha yCUIICHHYIO aBTOPHU3ALUIO TeOe
yxe He 36y;1;:"r6yrpox<arr, OMACHOCTB KPAXKH MIIA TIEPeXBaTa IIATEKHOTO MapOJIs;

- Be1OepH cloxHbIH napois. [Ipectynuu =
Hanexnsie naponu - sro napoin, Kor(r))pmey con:;:dxaiyi?;:ﬂ:pocm on B APOTL:
¢ 8 3HaKOB M BKIIOYAIOT B ceOs

CTPOYHBIC M IPONHCHBIE OYKBBI, UH(PBI H HECKOIBKO CHMBOJIOB, TaKH€ KaK 3HaK J0JuIapa dynTa
BOCKJIMLIATEJIbHBINA 3HAK M T.II. Hanpumep, $tROng!;; ’ ’
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4. He BBO/IM CBOM JINYHBIE JaHHBIC HA caliTaX, KOTOPbIM HE JOBEPsECILIb.

DJIeKTpOHHAas [104Ta

DJIeKTpOHHAs MOYTa - 3TO TEXHOJOTHS M MPEIOCTaBJIAEMbIE €0 YCIYI'H IO IEPECBUIKE H
TIOJTY4EHHIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPhIE pacHpe/IesloTCs B KOMIBIOTEPHOH ceTH. OOBIYHO
AJIEKTPOHHBIN MIOYTOBBIH SIUK BBITJISLTUT ClIETYIOIIUM obpazom:
UMs_TI0JIb30BaTeII(@uUMs_JoMeHa. Takxke Kpome TIlepeJadd IPOCTOrO  TEKCTa, HMEETCH
BO3MOJKHOCTbH IlepeJaBaTh (Gaiibl.

OcHoOBHBIE COBETHI 110 Oe30MacHON paboTe ¢ 3JIEKTPOHHOM IOYTOM:

1. Hago BeIOpaTh MpaBHIIBHBINA IOYTOBBIA CEpPBUC. B MHTEpHETE €CTh OrPOMHBIH BBIOOD
OecIUlaTHBIX TOYTOBBIX CEPBHUCOB, OJHAKO JIy4YIlE IOBEPATH TEM, KOIO 3HAellb M KTO IEPBBIA B
pEUTHUHTE;

2. He yxaspBaii B JuuHOM moure nauuHylo HHbopmauuio. Hampumep, nmydine BeIOpaTh
"My3bIKaIbHBIA _(haHaT@" wm "pox2013" BMecTo "Temal3";

3. Mcnonp3yii ABYX3TallHYIO aBTOPH3AIHIO. JTO KOTJa MOMHMO MapoJisi HY)XHO BBOJIUTDH
KOJI, IpUCBUIaeMbIii 10 SMS;

4. Boibepu CIIOKHBIH 1Maposib. [l KaXJ0ro IOYTOBOTrO SIIMKA JO/DKEH OBITH CBOH
HaJIe)KHBIM, yCTOMYMBBIH K B3JIOMY [1apOJlb;

5. Ecnu ecTb BO3MOXHOCTH HamucaTb CaMOMY CBOH JIMYHBIH BOIIPOC, MCIOJIB3YH 3Ty
BO3MOJKHOCTD;

6. Hcronp3ydl HECKOJIbKO ITOYTOBBIX SINMKOB. [lepBBIif Ui 4YacTHOH NEPENUCKU C
ajipecaTaMy, KOTOPBIM Tbl JOBEps€lIb. JTO 3JIEKTPOHHBIH agpec HE HAJ0 MCIOJb30BaTh IPH
perucrpanuy Ha popyMax u cairax;

7. He oTkpbiBaii (aiiyiel B pyrue BIOXKEHHS B MHChMAXx, JaXe €ClIM OHH MPHILIM OT TBOMX
apys3ei. JIyumne yro4su y HUX, OTIIPABIISIIN JTH OHH TeOe 3TH (aitib;

8. [Nocsie oxoH4aHus paboThI HA IOYTOBOM CEPBUCE TEPE 3aKPHITHEM BKJIAIKH C CAlTOM He
3a0ynp Haxath Ha "BeiiTu".

KubepOymMHr HilH BUPTYaIbHOE M3/1€BATEILCTBO

KubepOyiuuar - npecnenoBanie cOOOIIEHHAMH, CONEPKAIMUMHU OCKOPOIICHHS, arpeccHio,
3alyTHBAHKUE; XYNMTAHCTBO; CONMAIbHOE OOMKOTHPOBAaHME C IOMOIIBI0 PA3IH4HBIX HHTEpHET-
CEPBHUCOB.

OcHoBHEIE COBETHI 10 60pb0e ¢ KUGEPOYTHHIOM:

1. He 6pocaiics B 60it. Jlyummii crioco6: mocoBeTOBaThCS Kak ceGsl BECTH H, €CITH HET TOTO,
K KOMY MOXHO O0OpaTHThCS, TO BHA4alle YCHOKOMThCS. EciM Thl HayHeIlb OTBEYAThH
OCKOPOJICHHSIMH Ha OCKOPOIIEHHS, TO TOJIBKO elile GoIbIe Pa3odokelnh KOH(IIUKT;

2. Ynpapsii cBoeit kubeppenyTanueii;

3. AHOHMMHOCTb B ceTH MHHMas. CyIIECTBYIOT CIOCOGBI BBIACHHTb, KTO CTOUT 3a
QHOHMMHBIM aKKayHTOM;

4. He crout BecTH XymHraHckuii 06pa3s BHUPTYaIbHON KU3HH. Wntepner ¢ukcupyer Bce
TBOH ICHCTBHA ¥ COXpaHAET MX. Y IAUTh UX OyJeT KpaiHe 3aTpyAHHTEIBHO;

5. Cobumozaii cBOIO BHPTYaJIbHYIO YECTH CMOJIOAY;

6. UrHopupy#l eMHHMYHBIH HeraTus. Onnopa3oBble 0CKOPOUTEIBHBIE COOBIIEHHsS Jy41ie
HTHOPHPOBaTh. OOBIMHO arpeccus NPEeKpaIIAeTCs Ha HaYaIbHON CTATHH;

7. ban arpeccopa. B nporpaMmax o6MeHa MIHOBEHHBIMH COOOILIECHUSIMH, B COLHATBHBIX
CeTSIX €CTh BO3MOXKHOCTE OJIOKHPOBKH OTIPABKH COOOIIEHHMIT ¢ OIIpEe/IC/ICHHBIX aJJPEeCOB;



8. Ecmu Tl cBugerenr kuOepOymauHra. TBou JEHCTBHS: BBICTYNIUTH IPOTHUB
IpeclieoBarelis, oKa3aTh €My, YTO €ro AeHCTBHS OLEHUBAIOTCS HEraTUBHO, NOJIEPXKaTh JKEPTBY,
KOTOpPOH HY’)XHa IICHXOJIOTHYECKass IOMOINb, COOOIIUTH B3POCIABIM O (hakTe arpecCHBHOIO
NIOBEJICHUS B CETH.

Mo6unbHEI TenedoH

CoBpemeHHbIe cMapT(HOHBI U TUIAHIIETHI COePXKaT B cebe BIIOIHE B3pOCIBIN (yHKIIMOHA,
U Telepb OHM MOTYT KOHKYpUpOBaTb CO CTallMOHAapHBIMH KoMmmbroTepamu. OJIHAaKO, CpencCTB
3alIUTHI JUIS TTO00HBIX YCTPOHCTB IOKA 04eHb Maylo. TecTHpoBaHHE U MOUCK YSI3BUMOCTEH B HUX
IIPOMCXO/UT HE TaK MHTEHCHUBHO, Kak Ui [1K, To xe camoe kacaeTcs # MOOHIIBHBIX IPUIIOKEHUH.

CoBpemeHHBIE MOOMIIBHBIE Opay3ephbl yK€ NpPAaKTHYECKH [JOTHAJIH HACTOJbHBIE aHAJIOTH,
OJIHaKO paclIupeHHe (QYHKIHMOHa1a BIe4eT 3a cO0O0H OONBIIYIO CIOXKHOCTH H MEHBIIYIO
3aLUIIEHHOCTb.

Jlanexko He Bce NPOM3BOAMTENH BBITYCKAIOT OOHOBJIEHHUS, 3aKpBIBAIOIIME KPHTHYECKHE
YS3BUMOCTH JUIsSl CBOMX YCTPOHCTB.

OcHoBHBIE COBETHI UTs 6€30MacHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBisieTcs mo-HacTosimeMy OecriaTHeIM. Byab ocToposkeH, Beab Korjaa Tebe
npeUlaraloT OecIIaTHbI KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KaKHe-TO IJIaTHBIE YCIIYTH;

Hymaii, npexzae 9yeM oTnpaBuTeh SMS, ¢oTo uim Buaeo. Tol TOUHO 3Haelb, I1e OHU OyIyT B
KOHEYHOM utore?

Heo6x011M0 0OHOBIATE ONEPALHOHHYIO CHCTEMY TBOETO cMapT(oHa;

Hcnone3yit aHTUBHPYCHBIE TPOrPaMMBI /11 MOOHJIBHBIX Tej1e()OHOB;

He 3arpyxalf NpuIOXKeHHMs OT HEHM3BECTHOIO HCTOYHHKA, BEIb OHH MOTYT COJAEPXkaTh
BPEZIOHOCHOE IIPOrpaMMHOE 00€eCIIeYeHHE,

[lociie Toro kak Tl BBIAZEIIL C caiiTa, re BBOAWI JIHYHYKO HH(OpMALHIO, 3aiiIu B
HacTpo#KkH Opay3epa u yaamm cookies;

Ileproxuyecky npoBepsit, Kakue IUIATHBIE YCIYTH aKTHBUPOBAHEI HA TBOEM HOMEDE;

JlaBaii cBoi HOMep MOGHIIBHOTO Tened)OHa TONBKO JIOASM, KOTOPBIX Thl 3HACIIh U KOMY
JIOBEpSICIIIb;

Bluetooth nomken GbITh BEIKIIOYEH, KOTZa ThI UM He Mojb3yembes. He 3a0biBail mHOr/A
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE ~ OHNAMH-MIPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOIIME pasBlICUCHHUH,
OOBEMHAOIIME COTHH THICSY YEIOBEK MO BeeMy MHpy. Mrpoku UCCIIEAYIOT JaHHBIA UM MHD,
00IAIOTCS APYT ¢ APYTOM, BBIIOIHSIOT 3aaHUsl, CPAXKAIOTCA ¢ MOHCTPAMH U IIOJTy4aroT OIBIT. 3a
YOBOJIBCTBHE OHH IIATAT: MIOKYNAIOT AKCK, OIVIAYMBAIOT aDOHEMEHT HIIM PHOOPETAIOT KaKHe-TO
OINIUH.

Bee otu cpeictBa uyT Ha moziepkanye U pa3sBUTHE HIPHL, a TAKXKE Ha caMmy 0€301acHOCTb:
COBEPIICHCTBYIOTCS CHCTEMBI aBTOPH3ALIMH, BBIITYCKAIOTCS HOBBIE aT4H (M(POBBIE 3AILTATKH VIS
IPOrpaMM), 3aKpPHIBAOTCS YSI3BUIMOCTH CEPBEPOB.

B 1m0106HBIX MIpax CTOMT omacaTbcsi HE CTONBKO CBOMX COIIEPHHUKOB, CKOJIBKO KpaXXH
TBOCTO MapoJisi, Ha KOTOPOM OCHOBAHA CHCTEMA aBTOPH3AIMH GOJBIIMHCTBA HIP.

OCHOBHBIC COBETBI 10 GE30M1ACHOCTH TBOETO HIPOBOTO aKKayHTa:

1. Ecin ipyro¥t Hrpox Benet ce6s mioxo miM conaer TeGe HEIIPUATHOCTH, 3a0JI0OKHPYIi €ro
B CIIUCKE UTPOKOB;



2. Ioxanyiics aIMHHHCTpPAaTOpaM HMIPbl Ha IUIOXO€ MOBEJEHHE ITOr0 HUIPOKa, KelaTeIbHO
IPUIIOKHUTH KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sIBait iuyHyto uadpopmanuio B npodaitie urpsl;

4. YBaxaii IpyruX y4aCTHUKOB I10 UI'PE;

5. He ycranapnuBail Heo(uIHaIbHbIe IATYH U MOJIBI;

6. crionb3yii c0>XHBIE ¥ pa3Hble NapOJId;

7. Jlaxxe BO BpeMsl HIPbl HE CTOHUT OTKJIIOYAaTh aHTUBHpYC. [loka Thl HWrpaems, TBOH
KOMIIBIOTEP MOTI'YT 3apa3HTh.

QOUIIMHT UM KpaXka THYHBIX JIaHHBIX

OOBIYHOM Kpajkeil IeHer U JOKYMEHTOB CETrOJIHs )K€ HHKOrO HE yJIUBHIIb, HO C Pa3BUTHEM
HHTEPHET-TEXHOJIOTHH 37I0YMBIIUICHHUKHU IIEPEMECTUIIMCH B HHTEPHET, U MPOJOJIKAIOT 3aHUMAThCS
"moOUMBIM" J1€JI0M.

Tak mosBuiIace HOBas yrpo3a: MHTEPHET-MOILICHHWYECTBA WM (DUINMHI, I7IaBHAs LEJb
KOTOPOTO COCTOHT B TOJYYE€HHH KOH(HICHIHATBHBIX MOaHHBIX I0Jb30BaTEICH - JIOTMHOB H
napojieii. Ha anrnumiickom si3bike phishing unrtaercs xak ¢ummur (ot fishing - pbiGHas nopis,
password - 1apoJis).

OcHoBHBIE cOBETHI 110 H0pbOE ¢ PUIIHHTOM:

1. Cnenu 3a cBouM axkkayHTOM. Eciu ThI 1mo03peBaenib, 4TO TBOS aHKeTa Oblia B3JIOMaHa,
TO HEOOXO0AMMO 3a0JIOKHpOBATh €€ U COOOLIMTH aqMHUHHCTPATOpaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. Ucnonp3yii Ge3onacHble BeO-caiTbl, B TOM YHCIIE, HHTCPHET-MAara3uHOB M IIOMCKOBBIX
CHCTEM;

3. Wcnone3yii ClOXHBIE M pa3Hble mapoid. Takum obpa3oM, eciu TebGs B3JIOMAIOT, TO
3J0YMBIIUICHHUKH MOJIy4aT AOCTYI TOJBKO K OHOMY TBOEMY MPOQHUIIIO B CETH, @ HE KO BCEM;

4. Eciu 1e6s B310MATH, TO HEOOXOMMMO MpPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIE
nobaByieHbl y TeOs B APy3bsX, O TOM, 9TO TeOs B3IOMAIH H, BO3MOXKHO, OT TBOETO HMEHH OymeT
pacchUIaThCs CIIaM M CChUIKH Ha (DUIIHHIOBBIE CATHI;

5. Ycranosu HanexHsli maposs (PIN) Ha MOGHIIBHBIH TenedoH;

6. OTKII0YH coXpaHeHHe apois B Opaysepe;

7. He otkpeiBait haiiibl ¥ IpyrHe BIOKEHHS B MHCHMAX, JaXKe eCii OHH NPHUILIA OT TBOMX
Jipy3ei. Jlyuie yTo4nu y HUX, OTIPABIISUIH 1M OHH Tebe STH DaiiiibL.

[IudpoBas penyranmus

[udposas pemyraimst - 5T0 HEraTHBHAs WM MO3MTHBHAS uHbopMaIHs B ceTH O Tebe.
Komnpomerupyiomas undopmarus, pasmerneHHas B HHTEPHETE, MOXET CEPbe3HBIM 00pa3oM
OTPasHTBCA HAa TBOCH peanbHOH xu3uH. "lludpoBas pemyrauus” - 570 TBON HMHIK, KOTOpPBIH
dopmupyercs u3 uadopmanuu o Tede B HHTEPHETE.

TBoe mecTo *kuTenbCTBA, Y4eObl, TBOE DHHAHCOBOE TI0JIOXKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKaIUTHBAETCS B CETH.

MHorue moApoCTKH JTerKOMBICIIEHHO OTHOCATCS K IyGIMKAIMH JTHYHON uHopManuu B
HHTepHeTe, He IOHUMast BO3MOKHBIX TIOCIEACTBHMN. Thl JaXe HEe CMOXKEIh JI0TalaTbCs O TOM, YTO
¢ororpadus, pasmermennas 5 ner vasan, crana NIPUYHHON OTKa3a PHHATH TeOst Ha paboTy.

KommenTapuu, pasmemenne tBonx ¢ororpaduii u ApYTHe JEHCTBHSA MOTYT HE HCYE3HYTh
A@KE I10CJIC TOTO, KAK Thl MX yAATHIIb. Thl HE 3HACIIB, KTO COXPAHHI ATy uH(OpManuio, nonasia Ju
OHa B IIOUCKOBBIE CHCTEMbI H COXPAaHUIIACh JIH OHA, a IIABHOE: YTO NOYMAIOT 0 Tebe OKpYKaroIHe



JIEO/IM, KOTOpbIe HAWIyT U yBUAAT 3T0. HaliTh MHGOpMaLuo MHOTO JIET CIIyCTS CMOXET JF00O0H -
KaK U3 J0OphIX MOOYKACHUH, TaK H C HAMEPEHHEM IIPUYHHUTE Bpel. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3alUTE HU(PPOBOH penyTaluu:

1. Tlogymait, mpexae 4yeM 4To-TO HyOJIMKOBaTH M IepeAaBaTh y ceOs B Ojore Wid B
COILIMAJIBHOM CETH;

2. B Hactpoiikax npoduyis ycTaHOBH OrpaHHYEHHS Ha IPOCMOTP TBOEro mpoduis u ero
COZIEPXKUMOT 0, C/IeNIai ero ToIbKo "mms npy3ei”;

3. He pa3memaii u He yka3piBalt HHPOpMAIHIO, KOTOPast MOXKET KOro-IM60 oCKOpOJIATh HIH
o0mxats.

ABTOpCKOE IIpaBo

CoBpeMeHHbIE IIKOJBHUKU - aKTHBHBIC I0JIb30BaTe)IU IH(poBOro mpocrpancTsa. OmHaKo
JaJIeK0 He BCE 3HAIOT, YTO II0Jb30BaHHE MHOTMMH BO3MOXHOCTSMH LH(poBoro Mmupa Tpebyer
coOJII0IeHUS [TpaB Ha HHTEIUIEKTYAbHYI0 COOCTBEHHOCTb.

TepmMuH "HHTe/UIeKTyalbHas COOCTBEHHOCTh' OTHOCHTCS K pa3JIMYHBIM TBOPEHHSIM
9eJI0BEYEeCKOro yMa, HauMHas ¢ HOBBIX M300peTeHui U 3HaKOB, 0003HaYalOMMX COOCTBEHHOCTh Ha
MPOJYKTBI U YCIIyTH, U 3aKaHYMBas KHUTramH, portorpadusiMu, KHHOQHIBMAMH H MY3bIKaJIbHBIMH
IIPOU3BECHUSMH.

ABTOpCKHE IpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha IPOU3BEICHHS
HayKH, JIATEpaTypbl U MUCKYCcCTBAa. ABTOPCKHE IIpaBa BHICTYNAIOT B Kay€CTBE I'apaHTHH TOT'O, YTO
HHTEJUICKTYaJIbHBIH/TBOPYECKHH TpyA aBTOopa He OyJeT HamlpacHbIM, JacT €My CIIPaBEIJIMBLIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPyJa, MOJYYHUTh M3BECTHOCTh M IIPU3HAHHE.
Huxro Ge3 paspelieHns aBTopa HE MOKET BOCIIPOM3BOIUTH €r0 IPOU3BEIACHHE, PACIIPOCTPAHSATh,
myOJIMYHO JIEMOHCTPHpPOBaTh, IpPOJaBaTh, WUMIIOPTHPOBATh, IIycKaTh B IIPOKAT, IIyOIMYHO
UCIIOJIHATD, IIOKa3bIBATh/UCIIONHATE B 3 Hpe WK pa3MernaTh B IHTepHeTe.

Hcnonb3oBanue "mupaTrckoro" mporpaMMHOrO 00eCneueHHss MOXKET IPUBECTH K MHOTHUM
pUCKaM: OT IMOTEepPH AaHHBIX K TBOMM aKKayHTaM [0 OJOKHPOBKH TBOEro YCTPOWCTBa, TIE
yCTaHOBJIEHA HelleranbHas nporpamma. He cTouT taxke 3abbIBaTh, 4TO CyIIECTBYIOT JIETAJIBHBIE U
OecruiaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAaHTH B CETH.

O noprane

CeteBu4oK.pd - TBOMH IJIABHBIH COBETUHK B CETH. 3/1€Ch THI MOXKEIb Y3HATh 0 O€30MacHOCTH
B CETH IOHATHBIM H JOCTYIHBIM S3BIKOM, a IPU BO3HUKHOBCHHHM KPUTHYECKOH CHUTyallMH
00paTUTECA 3a COBETOM. A TaKKe NPHHATH y4acTHe B KOHKYpcaX M CTaTh CaMbIM IH(POBHIM

rpaXJ1aHUHOM !

IMAMSITKA JJI51 POAUTEJEA OF HH®OPMAIIMOHHOM BE3OIIACHOCTH JETEM

Ompenenenve Tepmuna "mHQOpManMOHHas 6e30macHOCTs JeTel"  CONEpXKHTCS B
Oenepanbhom zakone N 436-03 "O sammre Ietelt 0T MHMOPMAIHMH, MPHIMHSIOUIEH Bpell HX
3ZI0POBBI0 M Da3sBUTHIO", PEryJIHMPYIOIIMM OTHOLICHHMS, CBS3aHHBIE C 3alMTON JeTell OT
MH(QOpPMalMy, NPHYMHSIONIEH BPEJ X 370pPOBBIO U (HIIH) pasBuTHIO. COrnacHo JaHHOMY 3aKOHY
"uHdopmanMonHas Ge3omacHOCTh JeTel" - 3TO COCTOSHHE 3aIIUIICHHOCTH, IOPU KOTOPOM
OTCYTCTBYCT PHCK, CBS3aHHBIH C NPHYMHEHHEM HH(pOpMALMell Bpesa UX 3/0POBBIO H (vmm)
(u3nyecKOMY, IICHXHYECKOMY, TyXOBHOMY, HPaBCTBEHHOMY Pa3BHTHIO.

B cuny ®enepanbhoro 3akona N 436-b3 HH(pOpMalueH, npuunHsiomei Bpes 3JI0pPOBBIO U
(MM) Pa3BUTHIO JIETEH, SBIISETCS:



1. uHpop™MaIus, 3anpeieHHas Uil paclpoCTPaHEHHs CPEAH AETEH;

2. uHpOpMaIus, PACIPOCTPAHEHHE KOTOPOH OrpaHHYEHO CPeAH JETeH OINpeeIeHHbIX
BO3PaCTHBIX KaTeropui.

3. K undopmanuy, 3anpenieHHON A1 paclipOCTPaHEHUs CPEIH JeTEH, OTHOCHTCS:

4. uadopmanus, modyxaaromas AeTeil K COBEPUICHHIO ICHCTBUH, NPEACTaBIIAIOIUX YIPO3y
VX JKH3HHU U (WJIK) 30POBBIO, B T.4. IPHYMHEHHUIO Bpela CBOEMY 30pOBBIO, CAaMOyOHUHCTBY;

5. crmocoOHOCTH BbBI3BATH y JeTeH IKelnaHHe YNOTpPeOUTh HApKOTHYECKHE CpENCTBa,
ICUXOTPONHBbIE M (WJIH) OJypMaHMBAIOIIME BeIeCTBA, TabauHble M3JE/HS, AJIKOTOJIBHYIO H
CIIMPTOCOAEPKALIYIO MPOIYKIHIO, THBO M HAITMTKH, U3rOTABIMBAaEMbIE Ha €r0 OCHOBE; IPHHATH
y4acTHe B  a3apTHBIX HrpaxX, 3aHUMAaTbCd  IPOCTUTYLHEH, OpOIsIKHHYECTBOM MM
MOINPOUIAHHHYECTBOM;

6. 000CHOBBIBAIOIIAs MJIK OTIPABIBIBAIONIAS JOIMYCTUMOCTh HACHJIMA M (MJIH) JKECTOKOCTH
60 moOyXaaromas OCYIIECTBIATh HAaCHJILCTBEHHBIC [EHCTBHS 110 OTHOLICHHIO K JIOMIM H
YKHUBOTHBIM;

7. oTpHLaKoIIas ceMeiHble IIEHHOCTH U (OpMHUpYIOIIas HeyBaXKCHHE K POJHUTENAM H (UIIH)
JIPYTHM 4JIEHaM CEMBH;

8. onpaB/pIBarOIas IPOTHBOIIPABHOE MIOBECHHUE;

9. coneprkalnasi HeLEeH3ypHYIO OpaHb;

10. coneprxarias HHGOPMALHMIO TOPHOrpapUUECKOro XapaKrepa.

K wundopmamuu, pacnpocTpaHeHHE KOTOPOH OrpaHMYEHO CpEId HETEH OIpPEHENICHHOIO
BO3pacTa, OTHOCUTCS:

1. undopmanus, mpeicraBisemMas B BHUIAEC H300paKeHUS WM OIMCAHUS IKECTOKOCTH,
¢u3znyeckoro M (MIM) NMCHXUYECKOTO HACHIIUSA, MPECTYIUIEHHS HJIA MHOTO aHTHOOIIECTBEHHOIO
JICHCTBHS;

2. Bb3BIBAIOINAS Yy JETeH CTpax, yKac HWJIM MaHUKy, B T.Y. IPEICTaB/IieMas B BHJE
M300paKeHUsT WM  ONUCAHUS B  YHIDKAIOIIEH  4YeJOBeYyecKoe JOCTOMHCTBO  (opme
HEHACWJIbCTBEHHOH cMepTH, 3abosieBaHMs, camMOyOMHCTBAa, HECYACTHOTO Ciydas, aBapud HIIH
KaTacTpodsl U (MIM) UX TTOCIE/ICTBUH;

3. mpencrasnseMas B BHJE HM300pak€HHsI WIM ONHCAHHUs IOJOBBIX OTHOIICHHH MEXIY
MY>XYHUHOH U KEHIIUHOM;

4. conepxainas OpaHHbIE CI0BA U BHIPKEHHUS, HE OTHOCAIIMECS K HELEH3YPHOH OpaHH.

C yuerom storo Bam npejnaraiorcst npaBuia paGoThl B ceTH VIHTEpHeT IIf pas3iiMyuHbIX
BO3PAaCTHBIX ~ KaTEropHH, COOMIOACHHE KOTOPBIX TO3BONUT OOECIEYUTh HH(OPMAIMOHHYIO
Oe30macHOCTh BaIllUX JIETEH.

O6mue npaBuna juis poaurtenei

1. HesaBucumo orT Bospacta peGenka HCIOJB3yHTE MpPOrpaMMHOE 0OeCIeYeHHe,
noMoraomiee GpUILTPOBaTh H KOHTPOIHPOBATH MH(OPMaIHIO, HO He MoNaraiTech MOJTHOCTHIO Ha
Hero. Baule BHuManue K peGeHKy - MIaBHBIH METOJT 3aIIHTEL

2.' Ecmu Bam peGeHok umeer aKKayHT Ha OJIHOM W3 CONMAIbHBIX cepBHCOB (LiveJournal,
TR o e ey D0 T

) dororpaduu u Buneo.
. 3. IlpoBepbTe, ¢ KAKMMU APYTHMH caiiTaMu CBS3aH COLMANBHBIH cepBHC Bammero peGenka.
TpaHuuku Bawero peGenka Moryr 6wrrh OesonachevMH, HO MoryT u COZEPKaTh CCHUIKH Ha



HEKeJlaTeJIbHBIE M ONAaCHbIE CAUTHI (HAaIlpHMep, TOPHOCANT, HIIM CalT, Ha KOTOPOM JIpYI' YIIOMHHAET
HOMep coToBoro Tenedona Bamero pebenka wim Bam nomamHuit aapec)

4. Tloompsiite Bamux nereit coobmars 000 BCEM CTPAaHHOM HIIM OTTAJIKHUBAIOIIEM H HE
CIIMIIKOM OCTPO pearupyiire, Korga OHH 3TO JeJaloT (M3-3a ONACEeHUsl IIOTEPATH HOCTYI K
MHTepHEeTy JeTH He TrOBOPAT POAMTENsM O mpobieMax, a TakkKe MOTYT HayaTh HCIOJIb30BaTh
WHTEepHEeT BHE I0MA U MIKOJBI).

5. ByneTe B Kypce cereBoit xu3HM Bamero peGenka. MHTepecyiitech, KTO HX JApY3bs B
WHTepHET Tak ke, Kak HHTEPECYETECh PEeaIbHBIMU PY3bsIMH.

Bo3spacr ot 7 g0 8 ser

B UutepHere peGeHOK cTapaeTcs MOCETHTh T€ WM MHBIE CalThl, a BO3MOXXHO H 4YarThl,
pa3peleHre Ha IMOCEeINeHHe KOTOPBIX OH He moiyums Obl oT poautened. Iloatomy pomurensm
0COOEHHO TOJIe3HBI OYIyT T€ OTYETHI, KOTOPBIE IPEJIOCTABIISIOTCS IPOrpaMMaMH 110 OTPAHUYEHHUIO
ucroys30Banus MHTepHeTa, T.e. PoauTebckuit KOHTPOJIb MM TO, YTO BBl CMOXETE YBHJETh BO
BpeMeHHBIX (aitnax. B pesynbrate, y peOeHka He OyaeT OIIYLIEHMS, 9TO 3a HHM BEAETCA
TIOCTOSHHBIM KOHTPOJIb, OZHAKO, POIUTENN OYAyT MO-IIpeKHEMY 3HATh, KaKHe CaHThI IOCEIAET UX
pebeHok. JleTH B IaHHOM BO3pacTe 00JaJalOT CHJIbHBIM YyBCTBOM CEMbH, OHHM JOBEPYHMBBI U HE
cOMHeBarOTCS B aBTopuTeTaX. OHU JHOOST WUIrpaTh B CETEBBIE MIPHI M IIyTELIECTBOBAThH II0
WHTepHeTy, HCIOMB3Yys JJIEKTPOHHYIO MOYTY, 3aXOAMUTH Ha CAHThI U YaThl, HE PEKOMEH/IOBaHHBIE
POIHTEIISIMH.

Cosertsl 1o 6e30nacHoctH B ceTd HTEpHeT 1/1s neteid 7 - 8 jer

1. Co3naiite cIMCOK JOMAIIHUX MpaBWJ IMOcelleHus VHTepHETa NMpHM ydacTHH JETed H
TpeOyHTe ero BBIOJTHEHHS.

2. Tpebyiite or Bamero pebGenka coOMrONEHHs BpeMEHHBIX HOPM HAaXOXKICHHS 3a
komnbiotepoM. [Toxaxute pebenky, uto Brl Habnronaere 3a HUM He oToMy 4TO BaMm 3T0 X04YeTcs,
a motomy 4to Bl GecriokonTech 0 ero 6e30macHOCTH U BCEra rOTOBEI MY ITOMOYb.

3. Komnbrotep ¢ nopkmoueHreM K MHTepHETY I0JKeH HaXOAMThCS B 00IIeif KOMHATE MOJ
IIPHCMOTPOM POAUTENEH.

4. Mcnone3yiiTe crieuaibHbIe JETCKME IOUCKOBBIE MALIUHBL

5. HWcnone3yiite cpenctBa GIIOKHPOBAHMS HEKENATEILHOTO KOHTEHTA KaK JOMOJHEHHE K
CTaHJapTHOMY PouTeIbckoMy KOHTPOITIO.

6. CosnaiiTe CeMEHHBIH OJIEKTPOHHBIA SIMK, 4YTOOBI HE II03BOJMTH JETAM HMETh
coOCTBEeHHEBIE aapeca.

7. bnoxupyi#Te I0CTYyn K caiiTaM ¢ GeCIUIaTHBIMH IOYTOBBIMH SIIHKAMH C MOMOIIBIO
COOTBETCTBYIOLIErO IPOrPaAMMHOT0 00€CIICYEHHS.

8. Ilpuyuumte nereit coBeroBathcss ¢ Bamu mepen OmMyGIMKOBaHHEM —KaKOH-THOO
MH(OPMALMH CPE/ICTBAMH JJIEKTPOHHOMN II0YTHI, YaTOB, PErHCTPALHOHHBIX ¢bopMm u npoduei.

9. Hayuure neteit He 3arpyskarh (aiiibl, porpaMMBl MM MY3bIKY 63 BALIErO COTJIACHS.

10. He paspemaiite 1eTsIM HCIOJIB30BaTh CTyKOBI MTHOBEHHOIO 0OMEHA COOBIICHHSIMIL.

11. B "Genprii" cUCOK CalfTOB, paspelieHHBIX JUIA MOCEIICHHS, BHOCHTE TOJNBKO CATHI C
XOpOUIEH peryTanue.

12. He 3aGbIBaiiTe GecenoBath ¢ 1€ThMH 06 HX APY3bAX B HMutepuere, kak eciu Obl peunb
1114 O APY3bSAX B PEAIbHOM XKU3HH.

13. He nenaiite "taby" M3 BOIPOCOB MONOBON XH3HH, TAK KaK B Wurepnere neru moryr
JICTKO HaTKHYThCS Ha [OPHOrpa(HIO HIIH CalThI "1 B3pOCIbIX .



14. Ilpuyunte Bamero peGenka coobuiath Bam 0 JH00BIX Yrpo3aX WM TPEBOrax, CBA3aHHBIX
¢ Uurepuerom. OcTaBaiiTech CIOKOWHBIME M HAIIOMHHUTE JIETSM, YTO OHM B O€30I1aCHOCTH, €CIIH
CaMHM paccKa3add BaM O CBOHX TpeBorax. IloxBanmuTe MX W MOCOBETYHTE INOJOWTH elle pa3 B
MOAOOHBIX CITydasiX.

Bospacr aereit ot 9 1o 12 ner

B naHHOM BO3pacTe /JeTH, KaKk NpaBHJIO, YK€ HAC/IbIIaHBl O TOM, Kakas HMHGOpMaius
cymectByer B VuTtepHere. COBEpIICHHO HOPMAJIbHO, YTO OHH XOTAT 3TO YBHAETH, IPOYECTH,
ycablnaTh. [Ipy 3TOM HYXHO HOMHHTB, YTO JOCTYI K HEXEJIaTeIbHBIM MaTepHalaM MOXKHO JIETKO
3a0JI0KHPOBATh NIPH ITOMOLIH CPEACTB POAUTEIIBECKOrO KOHTPOJIS.

Cogetbl o 6e30macHoOCTH s AetTeit ot 9 1o 12 ner

1. Co3zpaiiTe CIHMCOK JOMAIIHUX IPaBUI IOCEIleHHs VIHTEpHeT mpu y4acTHH OeTed
TpeOyHTE ero BHINOJIHEHHUS.

2. TpeOGyiite ot Bamtero pebeHnka cobtoieHUsS HOPM HaX0XKIECHHUS 332 KOMIIBIOTEPOM.

3. HaGmopaiite 3a peGeHkoM mpu paboTe 3a KOMIIBIOTEPOM, IMOKaXHUTE €My, 4TO BEI
6ecroKouTeCh 0 ero 6€30MacHOCTH U BCEr1a FOTOBBI OKa3aTh €EMY IIOMOLIb.

4. Komnsrorep ¢ moakmoyeHueM B VIHTepHET J0/DKEH HAaXOMUThCS B 00LIEH KOMHATE MOJ
IPUCMOTPOM POJUTENEH.

5. Wcnone3yiite cpeactBa OIOKUPOBAHUS HEKENATEILHOTO KOHTEHTA KakK JIONOJHEHHE K
CTaHJAapTHOMY PoauTensckoMy KOHTPOITIO.

6. He 3a0biBaiiTe mpuHHUMaTh HEMOCPEACTBEHHOE y4acTHe B JKH3HH peOeHka, OeceoBaTh C
IeTbMHU 00 HX Apy3bsiX B HTEpHEeTE.

7. Hacraupaiite, 4ToOBI I€TH HUKOT/Ia HE COTTIALIAIKCH HA JIMYHBIE BCTPEYH C APY3bIMH 110
Wurepuery.

8. Ilo3BossiiTe IeTAM 3aXOMTh TOJBKO HAa CAHTHI U3 "Gesoro" CIMCKa, KOTOPBIH co3aaiiTe
BMECTE C HUMH.

9. Ilpuy4uTe neTelt HUKOTIa He BBIABATH JTHYHYIO HHQOPMALHIO CPEICTBAMH 3JIEKTPOHHOM
TI0YThI, YaTOB, CHCTEM MIHOBEHHOr0 OOMEHa COOOINEHHSMH, PErMCTPAMOHHBIX (OPM, JHYHBIX
NpoQuIed ¥ IpH perucTpaluy Ha KOHKYPCH B iHTepHeTe.

10. [puyuute neteit He 3arpyxath nporpammsl 6e3 Bamero paspemenus. OObsCHUTE UM,
YTO OHH MOTYT CIy4aHHO 3arpy3uTh BHPYChl HJIH JpYroe HeXelaTeIbHOe IPOrpaMMHOE
obecrieyeHwue.

11. Cospaiite Bamemy peGeHKy OrpaHMYeHHYIO YYETHYIO 3aIlMCh JUIS paboTel Ha
KOMIIBIOTEpE.

12. Tlpuyuure Bamero peberka cooGmars BaM 0 JOGBIX Yrpo3ax WK TPEBOI'ax, CBSA3aHHBIX
¢ Muteprerom. HaromuuTe 1eTaM, YTO OHE B 6€30MaCHOCTH, €CIIH CAMH PAaccKa3ald BaM O CBOMX
TPEBOTrax M ONaCeHHSX.

13. Pacckaxwure et o nopxorpaduu B iHTepHeTe.

14. Hacransaiite Ha TOM, 4TOGBI JAETH NPENOCTABMAINH BaM IOCTYI K CBOEH 3JIEKTPOHHOU
o4Te, 9TOOKI BBl yO©IUIIHCH, YTO OHU He OOLIAI0TCS C HE3HAKOMIIAMH.

15. OOBsiCHUTE AETSM, YTO HENB3s HCIIONB30BATh CETh JUIS XyJIUTaHCTBA, pacnpocTpaHeHUs
CILIETEH HJIH yTPO3.

Bospact gereit ot 13 10 17 net

B oToM BoO3pacTe MOAPOCTKH aKTHBHO HCIONB3YIOT MOMCKOBBIE MallliHbI, I10JIB3YIOTCS
DJICKTPOHHOH MOYTOH, Cily)0aMH MIHOBEHHOTO OOMEHa COOGLICHHMSMH, CKAYMBAOT MY3BIKYy H



¢buIbMBL. ManbyuKkaM B 3TOM BO3pacTe OOJIbINE 110 HpaBy CMETaThb BCE OTPaHHYECHHS, OHH XKaXIyT
rpy0oro 10Mopa, a3apTHHIX MI'P, KAPTUHOK "I B3pocibiX". J[eBOYKH MPENOYHTaIOT 00IaThCs B
Yarax, MpPH 3TOM OHH Tropazgo Ooyiee YyBCTBHUTENIBHBI K CEKCyalbHBIM JIOMOraTelIbCTBaM B
WuTepHere.

3ayacTyr0 B JJaHHOM BO3pacTe POJMTENISAM YK€ BECbMa CJIOKHO KOHTPOJIMPOBATH CBOMX
JeTeii, Tak kKak 00 VIHTepHeTe OHM YK€ 3HAIOT 3HAYMTeIbHO Ooibine cBoMX poxutenei. Tem He
MeHee, He OTIyckaiire jereit B "cBoOoanoe miaBanue" no Murepuery. CrapaiiTech aKTHBHO
y4yacTBOBaTh B o0mienuu pebenka B uTepHere.

BaxHo mo-mpexHeMy cTporo codioaaTh npaBuia MHTepHET-6€300aCHOCTH - COIIAICHUE
MEXY POIUTENISAMH U IeThbMH. KpoMe Toro, HeoOX0auMo Kak MOXHO 4Yallle IIPOCMAaTPUBATh OTYETHI
0 nestenbHocTH Jnered B HurepHere. Ciiemyer oOpaTuTh BHMMaHHE Ha HEOOXOAMMOCTD
COZIEpIKaHHsI POIMTENBCKHX Maposiel (maposieil aMUHUCTPATOPOB) B CTPOTOM CEKpeTe H 00paTHTh
BHHUMAaHHUE Ha CTPOrOCTh ITHX MapoJIeH.

CogeTsl 10 6€30MacHOCTH B 3TOM Bo3pacte oT 13 1o 17 ser

1. Co3maiiTe CIUCOK JOMAIIHKUX IPaBUI nocenieHus ViaTepHera npy y4acTuu I0ApOCTKOB H
TpebyiiTe Ge3ycIoBHOrO ero BhInoaHeHHs. OOroBopute ¢ peOEHKOM CIIMCOK 3alPEIEHHBIX CaiTOB
("uepHsblii criucok"), yacel pabotel B HTepHETE, pyKoBoACTBO 1o obmenuto B Murepuere (B ToM
YHCJIe B YaTax).

2. KomnbioTep ¢ NOAKIIOUCHHEM K ceTH VIHTepHeT J0/KEeH HaX0AUThCs B 00LIed KOMHATe.

3. He 3a0sBaiiTe 6eceoBath ¢ 1eTbMH 00 UX ApY3bsiX B IHTepHETE, O TOM, YeM OHH 3aHSTHI
TakuM 00pa3oM, OyATO pedb MIET O Jpy3bsAX B pealbHO# u3HH. CrnpammuBaiiTe 0 JTIOAAX, C
KOTOPBIMH JIETH OOIIAIOTCS INOCPEACTBOM CIYXXO MTHOBEHHOr0 OOMEHa COOOIEHUSMH, YTOOBI
yOeIHUThCS, UTO 3THU JIFOJU UM 3HAKOMBI.

4. Vcnone3yiiTe cpeAcTBa OIOKHPOBAHHS HEXEIAaTeIbHOrO KOHTEHTA Kak JIONMOJHEHHE K
cTaHIapTHOMY PouTensckoMy KOHTPOJTIO.

5. HeoOxomumo 3HaTe, KakMMM 4YaTaMH [OJB3yloTCs Bamw neru. I[loompsiite
HCII0/Ib30BaHHE MOJICPHPYEMBIX YaTOB M HACTaMBaiTe, 4TOObI JETH He OOINAIHUCh B NPHBATHOM
pexuMe.

6. Hacraupaiite Ha TOM, YTOOBI IETH HUKOTZA HE BCTPEYATHCH JIMYHO C APY3bSIMH H3 CETH
WnTepner.

7. Ilpuy4ute JeTeil He BHUIABATH CBOIO JIHYHYIO HH(OPMALMIO CPENCTBAMH 3IEKTPOHHOM
TOYTHI, YaTOB, CHCTEM MIHOBEHHOT0 OOMeHa COOOIIEHHAMH, PErHMCTPALMOHHBIX (OPM, JTHUHBIX
npouIIel U IPH PerHCTpaliy Ha KOHKYpChl B ViHTepHETe.

8. Ilpuyunte setelt He 3arpyxaTh nporpammsl Ges Bamero paspemenns. OGbscHATE M,
YTO OHM MOTYT CIy4aiHO 3arpy3uTh BHPYCHI MJIH JPYroe HEXelaTelbHOE IIPOrpaMMHOE
obecrnieueHue.

9. Ilpuy4ute Bamero peGenka cooGmarh Bam o JOOBIX yTpo3aX HIIH TPEBOrax, CBA3AHHBIX
¢ Murepuerom. Hanomuute getsim, 9T0 OHU B G€301aCHOCTH, €CITH CAMH PACCKA3ald BaM, O CBOHX
yrpo3ax uiu Tpeporax. [ToxBauTe uX U MOCOBETY#Te OXONTH ele pa3 B MOJ0GHBIX CIIyYasX.

10. Pacckaxute netsm o nopuorpaduu B Unreprere. [ToMOrHTe MM 3aIMTHTHCS OT CIaMa.
Hayuure noapoctkos He BbinaBath B VIHTepHETE CBOEro peaibHOrO JJIEKTPOHHOTO ajpeca, He
OTBEYaTh Ha HEXKENATEIbHBIC NHChMA U HCII0JIb30BaTh CMEIHAIBHbIC [I0YTOBbIE (GUIBTPBL.

11. [Ipuydnte cebs 3HAKOMUTBCS ¢ caliTaMH, KOTOPBIE IOCEIIAIOT IIOIPOCTKH.



12. Hayunte neteil yBaskaTh IPYTHX B HHTEpHETe. YOeqUTeCh, YTO OHH 3HAIOT O TOM, YTO
NpaBHJIa XOPOIIEro MOBEeICHHUS IEHCTBYIOT BE3JE - 1aXe B BUPTYaIbHOM MHUPE.

13. ObbpsacHUTE AeTAM, UTO HH B KOEM CIIy4yae Helb3s UCHoJb30BaTh CeThb Ul XY/IHIaHCTBa,
pacmpocTpaHeHHs CIUIETeH WK YIPo3 APYTHUM JIHOJISM.

14. Ob6cyauTe ¢ MOAPOCTKAMH NMPOOJIEMBI CETEBBIX a3apTHBIX HIP H HX BO3MOMKHBIH PHCK.
HaroMHHTE, 4TO Z€TH HE MOT'YT UI'PaTh B 3TH HIPhI COTIACHO 3aKOHY.

[TocTossHHO KOHTpOJHpYHTe Hcnosnb3oBanie MHrepHera Bammm pebenkom! D10 He
HapylICHHE €ero JMYHOIO IMPOCTPAHCTBA, a Mepa MPedOCTOPOXKHOCTH H IposiBleHHE Bamen
POJHUTENLCKOH OTBETCTBEHHOCTH H 3a00TBHI.



